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. UHCTPYKIUANe f
AAMHHHCTPATOPA (€30MACHOCTH HH(POPMAIHOHHBIX CHCTEM MEPCOHAIBHBIX JAHHBIX
MBOY lIkoasr-unrepuarta Ne 1 r.o. Camapa

I. OBIIUE ITOJIO’KEHU S

1.1. [lannas WHCTpyKuusi omnpenenser OCHOBHbIE OOS3aHHOCTH M IIpaBa aJMHHUCTpAToOpa
6e30macHOCTH MH(OPMALMOHHBIX CHCTeM nepcoHaNbHBIX AaHHBIX MBOVY Illkonsl-unTepHara Ne 1 r.0.
Camapa (nasnee — IIKOJIa-MHTEPHAT).

1.2. AxmunKCTpaTop Ge30macHOCTH HH(OPMAILIMOHHBIX CHCTEM NEePCOHATBHBIX JaHHBIX (Haiee —
UCTI/In) siBasieTcss COTPYAHHUKOM LIKOJIBI-MHTEPHATA U HA3HAYAETCsl MPHKA30M I10 LIKOJIe-HHTEPHATY.

1.3. Pemienne BompocoB obecrneueHus: WHGOpPMAIMOHHON 0€30aCHOCTH BXOIMUT B HpSIMbIE
ciyxebOHble 00s3aHHOCTH aaMHHEUCTpaTopa 6e3onacHoctu UCIT/H.

1.4. Anmunuctpatop 6e3zomacHoctn  HWCII/ln  obnamaer mnpaBaMu JoCTyna K JIOOBIM
IPOrpaMMHBIM H aNapaTHbIM PeCypcaM IIKOJIbI-HHTepHATA.

II. TEPMHHBI 1 OITPEJAEJIEHHUS

2.1. ABromaTuzupoBanHoe padoyee mecro (APM) — mnepcoHanbHBIH KOMIBIOTEp H
NOJIK/IIOYEHHBIE K HeMy IepuepuiiHble YCTPOiCTBa — NPUHTEP, MHOTO()YHKI[HOHAIBHBIE YCTPOHCTBA,
CKaHepHl U T.JI.

2.2. BioKHpOBaHHEe NEePCOHAJILHBIX JAHHBIX - BPEMEHHOE IpekpalieHHe o0paboTku
[EPCOHATBHBIX JaHHBIX (32 HCKIIIOYEHHEeM cily4aeB, eciad oOpaboTka HeoOXoaMma Juls YTOYHEHHS
[epPCOHATBHBIX IaHHBIX) (cm. 3 @3 PD om 27.07.2006 2. N 152-D3 « O nepconanbHblx OaHHbIX).

2.3. oeryn Kk uH(pOpMALHH — BO3MOXKHOCTb MOJTyYeHUsI HHPOPMALIUH U €€ UCTIONB30BaHUs (Cm.
2 @3 PD om 27.07.2006 2. N 149-D3 « 06 unghopmayuu, uH@oOpMayuoHHuIX mexHON02UsSX U 3aujume
unpopmayuu).

2.4. 3amuTa uHGOpPMAUMH — JIEATEIBHOCTh 10 MPEJOTBPAILCHUIO YTEUKH HH(POPMALUH,
HECAHKIMOHHPOBAHHBIX W HENpeJHAMEPeHHBIX BO3JEHCTBHH Ha MH(OpMaIHMIO, TO €cTh Mpolece,
HarnpaBJIeHHbIH HA JOCTHXKEHHE HH(POPMALHOHHON 6e301MacHOCTH.

2.5. Uudopmanus - cBeeHus (cOOOIEHNUS, JaHHbIE) HE3aBUCUMO OT (JOPMBI X IPE/ICTABICHHS
(cm. 2 @3 PD om 27.07.2006 2. N 149-D3 «06 ungpopmayuu, unpopmayuoHHelX mexHonio2usx u
3auyume uHgpopmayuuy).

2.6. Unpopmanuonnasi cucrema mnepcoHadbHbIX AaHHbIX (MCIIJIH) - COBOKYNHOCTH
comepxkamuxcsi B 0a3ax [JaHHBIX [EPCOHAIBHBIX JAaHHBIX M 00ECHe4MBAIOIHMX HX 00paboTKy
MH(OPMALHOHHBIX TEXHOJIOTHH U TeXHHYECKUX cpeacts (cm. 3 @3 P®D om 27.07.2006 2. N 152-D3 «O
NePCOHANbHBIX OAHHBIX)).

2.7. Hecankuuonuposauupiit pocryn (HCJ) — noctyn k wHbOpManmuu, XpaHsumeics Ha
pasIMUHBIX THMAX HocHuTesell (OyMaXHbBIX, MArHUTHBIX, ONTHYECKUX M T. J.) B KOMIBIOTEPHBIX Oa3zax
JIAHHBIX, (aiIOBBIX XPAHHJIMIIAX, aPXHBAX, CEKPETHBIX YaCTAX M T. . Pa3IMYHBIX OPraHH3alHH MyTEM
u3MeHeHus (TTOBBIIIeHHs, (anbCH(UKAIHK) CBOUX TPAB JA0CTYIIA.



2.8. Hocureas nndopmanuu - 11000 MaTepraabHBI OOBEKT WM Cpela, MCIOIb3yeMbIH IS
XpaHeHUs WK Nepeadr UHPOPMAaIIHH.

2.9. O6padoTKa MEPCOHAIBHBIX JAHHBIX - JI00OE NelcTBUE (Omepalvs) WX COBOKYITHOCTh
neicTBuil  (omepanuii), COBEpUIAEMbIX C HCIIOJIB30BAaHHEM CPEACTB aBTOMAaTH3aluu Wik 0e3
MCIOJIb30BAaHUS TaKUX CPEICTB C MEPCOHATbHBIMU JaHHBIMH, BKIIOYas cOOp, 3aMHCh, CUCTEMATH3aIHIO,
HaKoOIJICHWEe, XpaHeHue, yTouHeHne (OOHOBJIEHHE, U3MEHEHUE), U3BJICUEHHUE, UCIIOIb30BaHUE, MTepeady
(pacmipocTpaHeHue, IPeAOCTaBICHHE, JOCTYI), 00e3TMUNBaHUE, OJIOKUPOBAHKE, YIAJICHHE, YHHITO)KEHUE
MIePCOHANBHBIX TaHHBIX (cm. 3 @3 PD om 27.07.2006 2. N 152-D3 «O nepcoHanvbHbix OAGHHBIXY).

2.10. IlepconanbHble AaHHBIEe - J1r00as MH(OPMAIMS, OTHOCSAIIASACA K MPSAMO HIIM KOCBEHHO
OTIpEICTICHHOMY WJIH OTIpeieiieMOMy (hU3HUYECKOMY JIUITY (CyOBEKTY MepCOHATBHBIX TaHHBIX) (cm. 3 @3
P®D om 27.07.2006 2. N 152-D3 «O nepconanvHblx OGHHBIXY).

2.11. CpeacrBo 3ammtel uHpopmanuu (C3U) — TexHHueckoe, MPOrpaMMHOE CPEICTBO,
BEIIECTBO U (WJIM) MaTepHal, MpeaJHa3sHauYeHHbIE WM UCTIOIb3yEeMBbIe /IS 3aIUThl HH(POPMAIIH.

2.12. Yrpo3sl 6e3onacHocTH nepcoHaJbHbIX AaHHBIX (YBIIIH) - cOBOKymHOCTH yClIOBHH U
(GaKTOpOB, CO3JAIOIIMX ONACHOCTh HECAHKIMOHMPOBAHHOI'O, B TOM YHCJIE CIy4allHOro, JIOCTyNa K
NEPCOHATBHBIM JaHHBIM, PE3yJIBTATOM KOTOPOT'O MOXKET CTaTh YHHUTOXKECHUE, N3MEHEHHE, OJIOKHUPOBaHUE,
KOIIUPOBaHUE, PACIPOCTPAHEHUE IE€PCOHAIbHBIX JAHHBIX, @ TaK)K€ HHBIX HECAHKIIMOHHWPOBAHHBIX
necTBuil mpu ux oOpaboTke B HHGPOPMAIIMOHHOM cHCTEME TMEepCOHANBHBIX MAaHHBIX (Memooduka
onpedeneHusi AKmydaibHbvlX Yepo3 0e30naACHOCMU NEPCOHANbHLIX OAHHLIX Npu ux obpabomke 8
UHOPMAYUOHHBIX CUCTNEMAX NEPCOHANILHBLX OAHHbIX (ymeepoicoena 3amecmumenem oupekmopa PCTIOK
Poccuu 14 ¢espans 2008 2.))

2.13. YHUYTOKeHHEe MePCOHAJTbHBIX JaHHBIX - JCHCTBUS, B PE3yIbTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXXHBIM BOCCTaHOBHUTH COJEP)KaHHE TIIEPCOHANBHBIX IaHHBIX B HMH(OPMAIIMOHHON CHCTEME
NEPCOHAIBHBIX MaHHBIX M (WJIM) B pe3yjibTaTe KOTOPHIX YHHUYTOXKAIOTCA MaTepHalbHbIE HOCHTEIU
NEPCOHANBHBIX JaHHBIX (cm. 3 @3 P® om 27.07.2006 2. N 152-®D3 «O nepconanbHbix OaHHbIX).

1. JOJKHOCTHBIE OBA3AHHOCTH

Anmvunuctparop 6ezonacHoctr MCIT/IH o6s3aH:

3.1. 3HaTh epeyeHb U YCIOBUS 00pabOTKH MEPCOHATBHBIX JaHHBIX B IIKOJIC-UHTEPHATE.

3.2. 3HaTh NepeueHb YCTAHOBJICHHBIX B KAOMHETAX IIKOJIBI-HHTEPHATA TEXHUYECKUX CPEACTB, B TOM
yucie CbEMHBIX HocuTenen, kondurypamuto UCIIJIH 1 mepedeHs 3a/1a4, penraeMbIx ¢ €€ UCIOJIb30BAHUEM.

3.3. Onpenensare noaHomouust nons3oBareneit UCII/u (odhopmieHre pa3penmTenbHON CUCTEMBI
JOCTYTIa), MUHUMAJIBHO HEOOXOAMMBIX MM JUISl BBITIOJTHEHUS CITY>KEOHBIX (TPYIOBBIX) 00S3aHHOCTEH.

3.4. OcyuiecTBiATh y4€T M TEPUOAUYECKUN KOHTPOJIb HaJ COCTABOM M TMOJTHOMOYMSIMH
MOJIb30BaTeNe aBTOMAaTH3UPOBAHHBIX pabounx Mmect (nanee APM).

3.5. OcymiecTBIATh ONEPATUBHBIM KOHTPOJIH 3a PabOTOM Mojb30Bareiel 3amuiméHHbx APM u
a7ICKBaTHO pPearnpoBaTh Ha BOSHUKAIOIINE HEIITATHBIC CUTYAIHH.

3.6. biokupoBaTh 10CTyN K NEPCOHANBHBIM JIaHHBIM IIPH OOHAPYKEHUHU HAPYUICHUH MOPSAIKa HX
00paboTKH.

3.7. PearupoBatrh Ha MONBITKY HECAHKIIMOHUPOBAHHOI'O IOCTyIA K UH(POPMALIMK B YCTAaHOBJIEHHOM
cT. 4 Hactosimed MHCTpyKIuu.

3.8. YcranaBnuBaTh M OCYIIECTBISITh HACTPOWKY CPENCTB 3aIlUTHl MH(MOpPMAIMA B paMKax
KOMITETCHIIHH.

3.9. OcymiecTBIATh  HEMOCPEACTBEHHOE  YIpaBJI€HHE M  KOHTPOJIb  PEKUMOB  pabOTHI
dbynknuonupoBanus npumensieMbix B UCII/IH cpenctB 3amuThl nHGOpMAIIUU, OCYIIECTBIATH TPOBEPKY
MPABWJIBHOCTH UX HACTPOUKH (BHIOOPOYHOE TECTUPOBAHUE).

3.10. Ileproauyeckn KOHTPOJIUPOBATh IEIIOCTHOCTh IedyaTeil (MIomMO, HakIeeK) TEXHHUYECKHX
CPEICTB, UCIIOJIB3YEMBIX TSI 00pa0OTKU MEPCOHATBHBIX TAHHBIX.



3.11. IlpoBoauTH paboTy MO BBISBICHUIO BO3MOXXHBIX KaHAJIOB YTEYKH MEPCOHATBHBIX JTaHHBIX,
W3y4aTh TEKYIIHE TCHICHIIUH B O0JIACTH 3aIUThI IEPCOHAIBHBIX JIAHHBIX.

3.12. IlpoBoauTh pa3OupaTeabCTBA M COCTABJICHHE 3aKIIOUEHUN MO (akTaM HECOOIOICHUS
YCJIOBHI XpaHEHHUs HOCUTEJCH MepCOHANTBHBIX JAHHBIX, HAPYIICHUS TTPaBUI pabOThl ¢ TEXHUYECKUMHU U
nporpammubiMu cpeacTBamu ICITJIH, B TOM uncie co cpecTBaMU 3allUThl HHGOPMAIIHH, WU 110 APYTHM
HapyILIEHUSIM, KOTOPbIE MOTYT IPUBECTU K CHUKEHUIO YPOBHS 3aIUIIIEHHOCTH EPCOHANIBHBIX JIAHHBIX.

3.13. Ilpenocraasate goctyn k UCII/IH HOBBIM MOJIB30BaTEIISIM, IPEAOCTABISATH KM BO3MOXKHOCTh
3aJ1aTh MapoJib, COOTBETCTBYIOIINI TpeOoBaHUAM «VIHCTPYKITMHU 110 OpTaHU3AINH MTapOTbHOM 3aIUThD).

3.14. [Ipou3BOIUTh, MEPONPUSTHUS 1O BHEIUIAHOBOM CMEHE Tapoyiedi B COOTBETCTBUU C
«MHCTpyKIIMEN TTO0 OPraHU3AIMY TAPOJIbHOMN 3AIIUTHD).

3.15. BHOCHTSH TJ1aHOBBIC M BHETUTAHOBBIC M3MEHEHUS B YUETHYIO 3anmuch nmojib3oBateneid UCIIH,
B TOM YHCIIe IO TPeOOBaHUIO PYKOBOAMUTENS OT/ENA U B CIIy4ae YBOJIbHEHUS COTPYIHHKA.

3.16. OcyiecTBIATh NMEPHUOIUYCCKOS PE3EPBHOE KOMUPOBaHUE 0a3 IEPCOHAILHBIX JTaHHBIX H
COMYTCTBYIOIIEH 3anuiaeMoi HHGOPMAIIHH, a TAK)KE OCYIIECTBIISATh BHEIIAHOBOE CO3/IaHUE PE3EPBHBIX
Konuid 1o TpeOoBaHuio mosb3oBatenedi MCIIJIH m B WHBIX cClydasx, KOrJa 3TO HEOOXOIUMO s
obecrieueHns COXPaHHOCTHU MEPCOHAIIbHBIX JIAHHBIX.

3.17. OcymiecTBIATh BOCCTAHOBJICHHE HWH(GOPMAIMK M3 PE3EPBHBIX KOMHH IO TPeOOBAHUIO
nonb3oBarenei MCII/IH u B MHBIX ciydasX, KOrja 3TO HEOOXOAUMO AJIi BOCCTAHOBIICHUSI YTPAaYCHHBIX
CBEJICHUM.

3.18. XpaHuTh AUCTPUOYTHBBI MPOTPAMMHOI0 oOecriedeHus1, ycraHoBienHoro B MICII/IH, B ToM
YHUCIIC TUCTPUOYTHUBBI CPEACTB 3alIUThl HHPOPMAIIMH, B MECTE, UCKIFOYAIOIIEM HECAaHKIIMOHHUPOBAHHBIN
JIOCTYT K HUM TPEThUX JIHII.

3.19. BHOCHTH CBOM TIPEIUIONKECHHS IO COBEPIIICHCTBOBAHUIO MEP 3alUTHI MIEPCOHATBHBIX TaHHBIX
B UCII/H, pa3paboTke M NPHHATAW MEp IO NPEIOTBPAIICHUIO BO3MOXKHBIX OITACHBIX IOCIICICTBUI
HapyILIEHUN, MPUBOIAIINX K CHU’KEHHUIO YPOBHS 3alIUILIEHHOCTH IEPCOHATIBHBIX JIAHHBIX.

3.20. 3HaTh 3aKOHOAATEILCTBO P® 0 mepcoHaNbHBIX JAHHBIX, CICIUTh 32 €F0 H3MECHECHHSIMHU.

3.21. BBIOJIHATH WHBIE MEPOTIPUSITHS, TPEOyeMbIe TEXHHUYESCKHUMH U MPOTPAMMHBIMU CPEJICTBAMH
HCTIIH nns noanepkaHus ux GyHKIIMOHUPOBAHUS.

IV. IEMCTBUS TP OBHAPYKEHUH MOMNBITOK
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA

4.1.K nomnbITKaM HECAaHKIIMOHUPOBAHHOT'O JIOCTYIa OTHOCSITCS:

4.1.1. ceancsi pabotsl ¢ MCII/IH HE3aperucTpupOBaHHbBIX MOJIb30BATENEH, UIIH MOJIH30BATENCH,
HAPYUIMBIINX YCTAHOBJIEHHYIO MEPUOJUYHOCTH JIOCTYNA, WU CPOK JEHUCTBUA MOJHOMOYUN KOTOPBIX
WCTEK, NIIY NPEBBIIAOIINX CBOU ITOJIHOMOYMS IO JTOCTYITY K JAHHBIM;

4.1.2. neficTBUSL TPETHETO JIMIIA, MBITAIOMIETOCS MOJYYUTHh AOCTYIN (MU YK€ TOIYYUBIIETO
noctyn) k UCIIIH, mpu UCIIOIB30BaHUM YYETHOM 3alIMCH aIMUHHCTpATOpa WJIW JIPYTOro IMOJb30BaTeNs
NUCTI[In, meromom mombopa mapossi, UCHOJIB30BAHUS MAapOJIsl, Pa3TJIalIEHHOTO BIIAJENbIIEM YUETHON
3aMKCH UJIH JIFOOBIM JPYTUM METOJIOM.

4.2 1lpu BbIsiBIeHHH (haKTa HECAaHKIIMOHUPOBAHHOTO JOCTYMa aJMHUHHUCTPATOP OE30MaCHOCTH

NCTI/In 06s13aH:

4.2.1. npexpaTtuTh HecaHKIMOHUpOoBaHHBIH noctyn Kk UCII/IH;

4.2.2. TONOXKUTh TUPEKTOPY UIKOJBI-MHTEpHATa O ()aKTe HECAaHKIIMOHWPOBAHHOTO JOCTYTIA,
ero pesyibTare (YCHEelHbIN, HEYCIEIIHbIN) U MPeANPUHATHIX IeHCTBUSAX.

V. IIPABA

Anmunauctpatop 6e3onacHoctu UCIT/IH nmeer nipaBo:
5.1. TpeboBate ot monb3oBarene WCIIJIH BbIMOTHEHWS WHCTPYKIUMKA B YacTh pabOThI C
porpaMMHBIMH, anmapatHbeiMu cpeactBamu UCITJIH u mepcoHanbHBIME TaHHBIMHU.



5.2. bnokupoBaTh IOCTYNl K TEPCOHAJIBHBIM JaHHBIM JIIOOBIX TIOJB30BATENICH, €CITU  ITO
HEOOXOMMO AJIsl MPEIOTBPALICHHS HAPYIICHUS PeKMUMA 3aIIUTHI IEPCOHATBHBIX TaHHBIX.

5.3. IIpoBOIUTH BHEIIAHOBBIE AHTUBUPYCHBIE MTPOBEPKHU IPU BOSHUKHOBEHHU YT'PO3bI MOSBICHUS
BPEJIOHOCHBIX MPOTPAMM.

5.4. Ilpon3BoauTh TMEPUOJMYECKHE TIOMBITKM B3JIOMa TMapoyie TMOoJb30BaTelied B  LENAX
TECTUPOBAHUSI CUCTEMBI KOHTPOJISL JOCTyIA Ha HaJu4Hue ys3BUMocTed. B ciiydae ycrenrHoil monbITKu —
BIIpaBe TPeOOBATH Yy MOJIb30BATENSI U3MEHEHUS apoJIs.

5.5. [IpoBonuTe ciyxeOHblEe paccleOBaHMs M OINpalluBaTh MOJIb30BaTene 1o ¢akram
HECOONIO/ICHUsI YCTIOBUI XpaHEHUs HOCHUTEJEeH MepCOHATbHBIX NAaHHBIX, HAPYIICHHs MpaBUI PabOThI C
TEXHUYECKUMU U mporpamMMmHbiMu cpeactBamu WCIIJIH, B TOM dmClie CO CpeICTBAMH 3alllUThI
uH(pOpMallMK, WM 1O JAPYTUM HApyLIIEHUSM, KOTOpble MOTYT MPHUBECTH K CHW)KCHHIO YpPOBHSA
3aIIUIIEHHOCTU IEPCOHANIbHBIX JIAHHBIX.

V1. OTBETCTBEHHOCTbD

6.1. Anmunuctpatop ©Oe3omacHoctn  HCII[H Hec€T mnepcoHaabHYI0 OTBETCTBEHHOCTh 3a
coOmoienre TpeboBaHuil HacTosmeld MHCTpyKIKuK, 3a CpeliCTBa 3aIlUThl HHPOPMAIUH, TIPUMEHSIEMbIC B
IIKOJIE, 32 KaYeCTBO IPOBOJMMEBIX UM pabOT MO 00ecrnedeHn o 0e30MacHOCTH MEPCOHANBHBIX TaHHBIX U
3a BCE JCHCTBUS, COBEpIIIEHHBIE OT MMeHHU ero yuétHoi 3anucu B UCII/IH, ecnu ¢ ero cTopoHbI HE ObLTO
OPEINPUHITO HEOOXOAUMBIX ACUCTBUN I MPEIOTBpAICHHS] HECAaHKIMOHUPOBAHHOTO HCIIOIb30BAHHUS
€ro y4€THOM 3aIlrCH.

6.2. Anmunuctparop 6ezonacHocty MCII/IH npu HapyleHHH HOPM, PETYJIUPYIOMUX MOTyYSHHE,
00paboTKy U 3allUTy MEePCOHATBHBIX JAHHBIX CyOBhEKTa, HECET AMCUUILTUHAPHYIO, aAMUHUCTPATUBHYIO,
T'PAXKIAHCKO-IIPABOBYI0O MW YI'OJIOBHYIO OTBCTCTBCHHOCTbL B COOTBCTCTBHMHM C 3aKOHOAATCIIHLCTBOM
Poccuiickoit ®enepanmmu.



